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SCADA

A Supervisory Control and Data
Acquisition

A Platform used to monitor and control all
the variables of areal -time process

A Several variables to monitor
I Vibrations on the turbine rotor
I Flow speed of oil inside a turbine rotor

I Amount of electric charge passing inside an
electricity transmission line
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Electnical process

A Three big steps
I Generation
I Transmission
I Distribution
A Energy is created using any of the
following methods
I Thermoelectrical plans
I Nuclear plants
I Hydro electrical plants
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Electrical processs(2)

A SCADA platform is vital to perform
the following when generation takes
place :

I Ensure turbines are  not having
revolutions more than supported

I Generators are not working overloaded

I Energy being generated matches the
amount of energy that the transmission
line can handle
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Electrical processs(3)

A Transmission

I Energy being generated needs to be
distributed to reach the final users

I 115 KV Is the power used to transmit In
the wire lines

I Final destination are the substations
that handles energy of a specific
amount of Instalations

I Large number of blocks Iin a city
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Electrical processs(4)

A SCADA platform is vital to perform
the following when  transmission
takes place:

I Monitoring of voltage In transmission lines
looking for high amount of electricity
flowing

I None of them can get overloaded because
protections get activated and a blackout
appears In all the Installations that are
controlled by the affected substations
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Electrical processs(5)

A Dlstrlbutlon

I Energy being generated needs to be
distributed to reach the final users

115 KV is the power used to transmit In
the wire lines

Final destination are the substations
that handles energy of a specific
amount of Instalations

Large number of blocks in a city
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Electrical processs(6)

A SCADA platform is vital to perform
the following when distribution takes
place :

I Monitoring of voltage In transmission
lines looking for high amount  of
electricity flowing

I Monitoring of voltage In user meters
looking for high amount of electricity
flowing
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Hydroelectricala| Plant:Processs

Power transmission cables

Transformer m

Power house

Sourcecircuitmaniac.com
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Hydroelectricala| Turbine=
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Generator
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Turbine
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SCADA Network inside:RPower/Plantant

JUBSTATION

g SoDA

Controller Controller Reader

HMI Console

Unit Controler
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SCADA Network insidecRPowerer Plant:(2)

A Generation Power Plant

I Unit  Controller : Controls all  the
subsystems making the generator to be
able to Inject active power to the
electrical network

I Voltage regulator : Controls the
frequency of the active power being
produced by the generator . Must match
the frequency In the electrical network
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SCADA Network insidecRPower er Plant:(3)

A Generation Power Plant

I Turbine speed regulator : Controls the
speed of the turbine

I Cooling and oll pump controller :
Controls refrigeration and lubrication of
the rotor system of the turbine so
t h er mdeat or friction

I Generator protection controller :
Controls excessive Vvoltage changes In

R

the generator



SCADA Network insidecPowerer Plant:(4)

A Substation SCADA

| Substation Controller : Controls all the

systems to make possible the energy
being  transmitted all across the
electrical network

I Switch controller . If there Is too much
energy on a line trying to overcome its
capacity, the switch opens the circuit
and the energy stops flowing
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SCADA Network inside’RPower e Plant:(5)

A Substation SCADA:

I Voltage meter : Meters the amount of
electricity flowing In the Input and
output lines so the Substation Controller
can tell if there Is a problem regarding
the transmission line capacity being
overcome Its capacity
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SCADA ocolss
—

A Modbus
AIEC 104
A DNP3
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Modbus:(2)

A Client/server protocol which operates in a

request/responsanode
A Threevariants

I Modbus serial RS232/RS485. Implemented on

serialnetworks

i Modbus TCP Used for SCA
delayisnot anissue(Watersu

DAplatforms where
oply)

i Modbus UDP Used for SCA
delayis abigissue(Energy)

DAplatforms where
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Modbus:(3) )

Client Server

Initiate request

Function code| Data request

Perform the action
Initiate the response

~|Function code| Data response
Receive the response

Source : Practical Industrial Data
Communications
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Modbus:(4)

A Modbusprotocol structure

Address Field

Function Field

Data Field

Error Check Field

| byte 1 byte Variable 2 bytes
I Addresdield:
ARequestirames Addressof the device being targeted
by the request
AResponsdrame: Addressof the devicerespondingto
request




Modbus:(5)

A Modbusprotocol structure

Address Field

Function Field

Data Field

Error Check Field

| byte

| byte

Variable

2 bytes

I Functionfield

AFunctionrequestedby the HMI to be performedby the
field devices

AlIn responsepackets,when the function performed is
succeededthe field deviceechoesit. If someexception
occurred,the mostsignificantbit of the field issetto 1




Modbus:(6)

Function Name Ry ction
Type of access Code
Physical Discrete Input§Read Discrete Inputs 2
Bit access |Internal Bits or Physical Regd C_O'IS . L
Coils Write Single Coil 5
Write Multiple Coils 15
Physical Input RegistergRead Input Register 4
Read Holding Registers 3
Write Single Register 6
Data Acces : : : !
16-bit , Write Multiple Registers 16
2o Internal Registers or
Physical Output Registg Read/Write Multiple 23
Registers
Mask Write Register 22
Read FIFO Queue 24
File Record Access Regd F!Ie E=FOrd 20
Write File Record 21
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Modbus:(7)

Transport

Function Name FuRgtion
Type of access Code

Read Exception Status 7
Diagnostic 8
Get Com Event Countefr 11

Diagnostics Get Com Event Log 12
Report Slave 1D 17
Read. I.Dev.l ce 43
|dentification

Other Encapsulated Interface 43




Modbus:(8)

A Modbusprotocol structure

Address Field

Function Field

Data Field

Error Check Field

| byte

1 byte

Variable

2 bytes

I Datafield

Aln request paquets containsthe information required
to performthe specificfunction

response packets, contains the Iinformation

Aln
requestedby the HMI




Modbus:(9)

A Modbusprotocol structure

Address Field

Function Field

Data Field

Error Check Field

| byte

| byte

Variable

2 bytes

I ErrorcheckField

ACREL6 on the messagdrame
Alf packethaserrors,the field devicedoesnot processt

ATimeout is assumed,so the master sends again the
packetto attempt againa function execution




IEC 104

A Standard for power system monitoring,
control and communicationsfor telecontrol
andteleprotectionfor electricpower systems

A Completelycompatiblewith:

I IEC 608705-1: Transmissionframe formats for
standard608705

I IEG08705-5: Basicapplicationfunctions




IEC 104/(2)

A It hasthe followingfeatures

| Supports master Initiated messages and
master/slavanitiated messages

I Facilityfor time sinchronization

I Possibility of classifyingdata being transmitted
Into 16 different groupsto get the data according
to the group

I Cyclicand spontaneousdata updating schemes
areprovided
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C 1044(3)° )

T

User process

Layer
71 Application = Application
6| Presentation
5 Session
4 Transport
3 Network
2 Data Link Data Link
I Physical = Physical
Source: Practical
OSD 7 Layer model Enhanced Performance Icr:ldustrlaI_Da?a
ﬁTGhilE-Ctth'e 3 Layer mOdE ommunications
with user process added
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C 10444y )

————__\__—____—————_

User process = User process
Application Application
lransport
Network
Data Link — Data Link
Physical = Physical
Source: Practical
IEC 60870-5-101 [EC 60870-5-104  Industrial Data
Non-Networked Networked Communications
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C 1I044(3p )

MASTER STATION OUTSTATIONS

SCADA
Master

V.24'V.28
Senal Link
Mulupornt - star
configured

radio network Radw Source: Practical
Modem Industrial Data
Communications




IEC 104/(6)

A Linklevel
Link service
class Function Explanation

Transmit message
No ACK or answel

S1 SEND /NO REPLY |required
Transmit message

S2 SEND / CONFIRM |ACK required
Transmit message
ACK and answer

S3 REQUEST / RESPOi¢RQuired




C 10447y )

Service Type
SEND
Service / No Reply Y -\.
e TN ata)
REQ{Data) ———» SEND
Send/Confirm E
CONFIRM P IND(Data)

Source: Practical
REQ

(Parameters) = REQUEST Industrial Data
\1 Communications
Request/Respond 3 IND

(Parameters)

RESPOND ——— RESP(Data)
PnTERNED




C 10448y )

_——__1___—___————_—'

A Controlfield for unbalancedransmissions

Source: Practical
Industrial Data
Communications
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